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Acceptable Use Policy – Wepre CP 

Introduction 
This revised policy reflects national guidance in areas such as e-mail, social media and 
websites. 

The framework provided by this document will help to create an environment where internet 
technologies can be exploited for their educational benefit whilst at the same time 
safeguarding members of the School’s community from undesirable elements.  

A degree of self-regulation will be necessary and users will be clearly informed of the 
ramifications for them of misuse of the Internet. 

The statutory curriculum requires pupils to learn to develop their ICT skills across the 
curriculum by finding, developing, creating and presenting information and ideas and by 
using a wide range of equipment and software. In delivering the curriculum teachers are 
required to make use of web-based resources and e-mail in all subjects. Safe and 
appropriate use of ICT should be embedded throughout all activities. Current and emerging 
technologies should be covered so that learners gain an understanding of the importance of 
safe, responsible and legal use of ICT at all times, minimising risks to data and themselves. 
The learner should progress from working safely with support and supervision to working 
safely, responsibly and independently, thus ensuring their safety when using digital 
communications both within and outside of the school environment.  

ICT has become a life-skill and computer skills are vital to access life-long learning and 
employment. We believe that it is advisable for parents to consider the school’s policy and 
strategies when allowing their children access to the internet at home.  

These features of the Internet make it an invaluable resource used by millions of people 
every day: 

• the internet is an open communications channel available to all. 
• applications such as the World Wide Web (the ‘Web’), e-mail and chat all transmit 

information over the Internet to many locations in the world at low cost. 
• anyone can send messages, discuss ideas and publish material with little restriction. 

We need to be aware that: 

• some of the material is published for an adult audience and is unsuitable for pupils. 
• some people use the Web to publish information on weapons, crime and racism that 

would be more restricted elsewhere. 
• e-mail and chat communication could also provide opportunities for adults to make 

contact with children for inappropriate reasons. 

The Internet is an essential element in 21st Century life for education, business and social 
interaction. There is a requirement on the School to provide pupils with as safe an Internet 
environment as possible and a need for the School to teach pupils to be aware of and 
respond responsibly to the risks. 
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Acceptable Use 
The benefits of using the Internet in education include: 

• Access to world-wide educational resources including museums and art galleries; 
• Inclusion in government initiatives such as Hwb and the Virtual Teacher Centre; 
• Educational and cultural exchanges between pupils world-wide; 
• Cultural, vocational, social and leisure use in libraries, clubs and at home; 
• Access to experts in many fields for pupils and staff; 
• Staff professional development through access to national developments, 

educational materials and good curriculum practice; 
• Communication with support services, professional associations and colleagues; 
• Exchange of curriculum and administration data with the LEA , national links with 

other schools, Welsh Assembly Government, ESTYN and relevant outside Agencies. 

The School will: 

• introduce good practice in the use of the Internet to enhance teaching and learning 
by providing opportunities with clear objectives; 

• teach pupils what is acceptable and what is not acceptable use; 
• plan access levels to reflect the curriculum requirements and the pupils’ age and 

maturity; 
• teach pupils the benefits of effective use of the Internet in research, including the 

skills of knowledge location and retrieval. (It will be necessary to develop pupils’ 
information handling skills to allow them to interpret effectively the information they 
receive and transmit via the Web or e-mail). 

Pupils will be taught research techniques including the use of search engines. More often, 
pupils will be judging reasonable material but selecting that which is relevant to their needs, 
for instance to answer a homework question. They will be encouraged to question the 
validity, accuracy and origins of information – key information handling skills. They will also 
use alternative sources of information for comparison purposes. 

Use of Search Engines – Although web filtering is used, it is by no means foolproof. It is 
therefore essential that children use only child-friendly search engines, such as Yahooligans 
and Ask Jeeves Kids. Although these are more restrictive, they provide greater safety than 
the more powerful adult - orientated search engines. If these search engines are not 
deemed sufficient, then teachers should ‘bookmark’ vetted websites that the children are 
going to use. 

Picture and Video Searches - The use of Google and other search engines for picture and 
video searches by children is prohibited. Teachers should provide children with suitable 
websites if they are copying pictures or alternatively copy the images onto the Resource 
Drive (T Drive) which is accessible by all users. If teachers are using image searches in 
class, they should ensure that the results are not displayed on the IWB or are viewed by 
children. 

Webmail and Messenger Services - Pupils are made aware that they cannot access 
personal webmail and internet messenger services at school. 
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Social Media – The risks inherent in using such sites are considered to outweigh the 
potential benefits. Therefore children are discouraged from creating profiles on such sites at 
home and are prohibited from accessing them at school should they choose to ignore the 
School’s advice. 

Respect for copyright and the correct usage of published material needs to be taught. Using 
Internet derived materials in pupils’ own work requires at least an understanding that straight 
copying is worth little without a commentary that demonstrates the selectivity used and 
evaluates significance.  

Pupils will be taught what to do if they experience material that they find distasteful, 
uncomfortable or threatening. Inappropriate material should not be visible to pupils using the 
Web. This is not easy to achieve and cannot be guaranteed. It is a sad fact that pupils may 
be confronted with inappropriate material, despite all attempts at filtering. One strategy 
would be to close the page and report the website address (URL) to the teacher or for 
instant effect turn the monitor off and report the incident immediately to the teacher so that 
they can deal with the issue. Effective guided use will reduce the opportunity pupils have for 
exploring unsavoury areas.  

Users of the Internet will be encouraged to adopt the following strategies: 

• If staff or pupils discover unsuitable sites, the URL (address) and content must be 
reported to the head teacher and ICT Co-ordinator who will then inform LEA ICT 
support. Steps will be taken to block the sites. 

• The School will ensure that the use of Internet derived materials by staff and by 
pupils complies with copyright law. They will learn to acknowledge the source of 
information when using Internet material in their own work. 

• Pupils (to a point appropriate to the age) will be taught to be critically aware of the 
materials they read and shown how to validate information before accepting its 
accuracy. 

Directed use of e-mail has the potential for educational benefits and the nurturing of 
interesting projects between schools in this country and abroad. To minimise the risks of 
pupils communicating with undesirable persons the following strategies will be in place: 

• e-mail will not be considered private and the School reserves the right to monitor e-
mails 

• Incoming and outgoing e-mail will be restricted to approved addresses 
• Pupils must immediately tell a teacher if they receive offensive e-mail. 
• Pupils must not reveal personal details of themselves or others, such as address or 

telephone number, or arrange to meet anyone in e-mail communication. 
• Group e-mail addresses will be used. 
• E-mail sent to an external organisation should be written carefully and authorised 

before sending, in the same way as a letter written on school headed paper.  

The School’s website has been constructed with the following principles taken into 
consideration to avoid compromising the safety of staff and pupils: 

• The point of contact on the Web site will be the school address, school e-mail and 
telephone number. Staff or pupils’ home information will not be published. 
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• Web site photographs which include pupils will be selected carefully and full face 
photographs should be avoided. 

• Pupils’ full names will not be used anywhere on the Web site, particularly when 
associated with photographs. 

• Written permission from parents or carers will be obtained before photographs of 
pupils are published on the school Web site. 

• The head teacher or ICT coordinator will take overall editorial responsibility and 
ensure content is accurate and appropriate.  

Conferencing is a powerful method for pupils and teachers to share information and opinion. 
In principle, chat has great potential for education; for instance pupils could exchange live 
text, speech or video with pupils in South Africa or Trinidad and Tobago, at low cost.  

• The teacher will moderate such chat facilities 
• Unauthorised persons will not know of its existence and hence be unable to gain 

access. 
• To minimise the risk of children being exposed to undesirable material or persons, 

the following safeguards are in place: 
o Pupils will not be allowed access to public or unregulated chat rooms. 
o Children should use only regulated educational chat environments. This use 

will always be supervised and the importance of chat room safety 
emphasised. 

Video conferencing introduces new dimensions. Virtual classrooms and virtual communities 
can widen the geographical boundaries of learning. The availability of live video can 
increase safety – you can see who you are talking to – but if inappropriately used, a video 
link could reveal security details. 

To exploit the benefits of these emerging technologies whilst at the same time minimising 
the potential for their use to compromise pupil and staff safety the School will examine 
emerging technologies for their educational benefit and carry out a risk assessment before 
allowing their use in school. 

Access to the Internet: 

• is controlled by the use of passwords; 
• an approved adult then supervises subsequent use 
• the appearance of any unsuitable, harmful or otherwise undesirable material will be 

dealt with according to the strategies mentioned elsewhere in this policy. The risk of 
this occurring is reduced by Flintshire County Council’s filtering system through 
which the School’s Internet connection is made.  

Pupils’ Use of ICT 
Many pupils are very familiar with Internet use and culture and it is desirable to: 

• discuss the acceptable use policy with pupils 
• explain and discuss the rules as pupils’ individual perceptions of the risks involved 

may vary 
• remind pupils of the school rules at the point of Internet use. To facilitate this “Rules 

for Internet” access will be posted near all computer systems.  
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• Inform pupils that Internet use will be monitored 
• Provide clear instruction by the teacher in responsible and safe use will precede 

Internet access. A module on responsible Internet use will be included in the PSE 
syllabus covering both school and home use.  

Staff Use of I.C.T 
• The policy will only be effective if all staff subscribe to its values and methods.  
• All staff including teachers, supply staff, classroom assistants and support staff, will 

be provided with the policy, and its importance explained. 
• Staff should be aware that Internet traffic could be monitored and traced to the 

individual user. Discretion and professional conduct is essential.  
• Staff development in the safe and responsible use of information technology and on 

acceptable use policy will be provided as required. It is important that teachers and 
Associate Staff are confident to use the information technology in their work. 
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Responsible Use by Adults to Promote E-Safety 
The school computer system provides internet access for the use of governors, staff, pupils 
and parents. These rules will help to protect everyone using our systems by clearly stating 
what is acceptable and what is not. 

• Access must only be made via the user’s password, which must not be given to any 
unauthorised person. 

• School computer and internet use must be appropriate to the pupils’ educational 
needs or to staff professional activity. 

• Copyright and intellectual property rights must be respected. 
• Users are responsible for e-mail they send and for contacts made and these should 

be appropriate to meet curriculum or staff professional needs. 
• E-mail should be written carefully and politely, as messages may be forwarded, e-

mail is best regarded as ‘public property’ (Freedom of Information Act and Data 
Protection Act apply). 

• Anonymous messages and chain letters must not be sent. 
• The use of public chat rooms is not allowed. 
• The school I.C.T. systems may not be used for private purposes, unless the Head 

teacher has given permission for that use. 
• Use for personal financial gain, gambling, political purposes or advertising is 

forbidden. 
• The security of I.C.T. systems must not be compromised, whether owned by the 

school or by any other organization or individuals. 
• Irresponsible use may result in the loss of internet access for the school or the 

Authority. 
• Damage or faults involving equipment or software, however this may have happened 

will be reported 
• Access, copying, removing or otherwise altering any other user’s files, without their 

express permission is not permitted 
• I will ensure that when I take and / or publish images of others I will do so with their 

permission and in accordance with the school’s policy on the use of digital / video 
images. I will not use my personal equipment to record these images, unless I have 
permission to do so. Where these images are published (e.g. on the school website / 
VLE) it will not be possible to identify by name, or other personal information, those 
who are featured. 

• When I use my school-owned equipment such as personal hand-held/external 
devices outside school, I will follow the rules set out in this agreement, in the same 
way as if I was using equipment in school. I will also follow any additional rules set by 
the school about such use. I will ensure that any such devices are protected by up to 
date anti-virus software and are free from viruses 

• I will not try to upload, download or access any materials which are illegal or 
inappropriate or may cause harm or distress to others. I will not try to use any 
software that might allow me to bypass the filtering/security systems in place to 
prevent access to such materials 

• I will not install or attempt to install software of any type on a machine, or store 
software on a computer, nor will I try to alter computer settings, unless this is allowed 
in school policies 
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• I will not disable or cause any damage to school equipment, or the equipment 
belonging to others 

• I understand that all data relating to staff and pupils is private and confidential and is 
protected by the Data Protection and Freedom of Information laws 

Please note: The school may exercise its right by electronic means to monitor the use of the 
school’s computer systems, including the monitoring of web-sites, the interception of e-mails 
and the deletion of inappropriate materials in circumstances where it believes unauthorized 
use of the school’s computer system is or may be taking place, or the system is or may be 
being used for criminal purposes or for storing text or imagery which is unauthorised or 
unlawful. 
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Responsible Use by Pupils to Promote E-Safety 
We use the school computers and internet connection for learning.  

These rules will help us to be fair to others and keep everyone safe: 

• I will ask permission before entering any Web Site, unless my teacher has already 
approved that site 

• I will not look at or delete other people’s files 
• I will not bring floppy discs, CD’s or memory sticks into school without permission 
• I will only e-mail people I know, or that my teacher has approved. I must remember 

the lessons about ‘Stranger Danger’ 
• The messages I will send will be polite and sensible 
• When sending e-mail, I will not give my home address or phone number, or arrange 

to meet someone 
• I will ask for permission before opening an e-mail or an e-mail attachment sent by 

someone I do not know 
• I will not use Internet chat rooms without the permission of my teacher. 
• If I see anything I am unhappy with or I receive messages I do not like, I will tell a 

teacher immediately 
• I know that the school may check my computer files and may monitor the Internet 

sites I visit 
• I understand that if I deliberately break these rules, I could be stopped from using the 

Internet or computers 
• I will not take or distribute images of anyone without their and the teacher’s consent 
• I will only play games on the computer that my teacher has allowed me to play 
• I will report immediately any damage or faults involving equipment or software, 

however this may have happened 
• I will not install or attempt to install programmes of any type on a machine, or store 

programmes on a computer, nor will I try to alter computer settings 
• I should ensure that I have permission to use the original work of others in my own 

work 
• Where work is protected by copyright, I will not try to download copies (including 

music and videos) 
• When I am using the internet to find information, I should take care to check that the 

information that I access is accurate, as I understand that the work of others may not 
be truthful and may be a deliberate attempt to mislead me 

When children use the Internet in school the system is ‘filtered’ to minimize the risk of them 
inadvertently accessing unsuitable material.  

As an additional measure use is granted only to a ‘password’ holder i.e. a member of the 
teaching staff. Passwords are changed regularly and are closely guarded. 

When children use the Internet or e-mail system at home the same rules should apply with 
the parent taking the role of ‘teacher’. 
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Annex 1 – Acceptable Use Agreement 

Ysgol Wepre School 
Responsible Internet Use Agreement 

Only complete this agreement if you feel your child is old enough to understand the 
content. 

Pupil’s Agreement 
I have read and understand the School Rules for Responsible Internet Use.  

I will use the computer system and Internet in a responsible way and obey these rules 
at all times.  

Signed:  Date:  

Parent’s Consent for Internet Access 
I have read and understood the School Rules for Responsible Internet Use. 

I will support my child in developing an understanding of the benefits of safe and 
appropriate use of the Internet at home and in school. 

Signed:  Date:  

Please print name:  
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Annex 2 – Use of Digital / Video Images 
The use of digital / video images plays an important part in learning activities. Students / 
Pupils and members of staff may use digital cameras to record evidence of activities in 
lessons and out of school. These images may then be used in presentations in subsequent 
lessons. 

Images may also be used to celebrate success through their publication in newsletters, on 
the school website and occasionally in the public media. 

The school will comply with the Data Protection Act and request parents/carers permission 
before taking images of members of the school. We will also ensure that when images are 
published that the young people cannot be identified by the use of their names. 

Parents are requested to sign the permission form below to allow the school to take and use 
images of their children. 

Permission Form 
Pupil Name  

As the parent/carer of the above pupil, I agree to the school taking and using digital/video 
images of my child. I understand that the images will only be used to support learning 
activities or in publicity that reasonably celebrates success and promotes the work of the 
school.  

I agree that if I take digital or video images at, or of, – school events which include images of 
children, other than my own, I will abide by these guidelines in my use of these images.  

Parent/Carers Name 
(please print) 

 

Signed  

Date  
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